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Member State: France

Order of 14 September 2018 setting out the security rules and time frames referred to
in Article 10 of Decree No. 2018-384 of 23 May 2018 on the security of networks and
information systems of operators of critical services and digital service providers

JORF no. 0225 of 29 September 2018

The Prime Minister,

Having regard to Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July
2016 concerning measures for a high common level of security of network and information systems
across the Union;

Having regard to the Defence Code, in particular Articles L. 2321-1, R. * 1132-3 and R. 2321-1;
Having regard to the General Code of Territorial Communities, in particular Article L. 1212-2;
Having regard to the Monetary and Financial Code, in particular Article L. 614-2;

Having regard to the Mutual Code, in particular Article L. 411-1;

Having regard to Act No. 2018-133 of 26 February 2018 containing various provisions for adapting to
European Union law in the field of security, in particular article 6 thereof;

Having regard to Decree No. 2009-834 of 7 July 2009, as amended, creating a department with a
national remit known as the "National Agency for information systems security";

Having regard to Decree No. 2015-350 of 27 March 2015, as amended, on the qualification of security
products and trust service providers for the purposes of information system security;

Having regard to order no. 2018-384 of 23 May 2018 on the security of the networks and information
systems of operators of critical services and digital service providers, particularly its article 10;

Having regard to the opinion of the National Standards Assessment Board dated 13 September 2018;

Having regard to the opinion of the Advisory Committee on Financial Legislation and Regulation dated
12 July 2018;

Having regard to the opinion of the Conseil supérieur de la mutualité dated 12 July 2018,

Orders:

Article 1

The security rules mentioned in Article 10 of the aforementioned Decree No. 2018-384 of 23 May 2018
are set out in Appendix | to this Order. Operators of critical services shall apply these security rules to
the networks and information systems mentioned in Article 7 of the aforementioned decree, from he
date of their designation as operators of critical services within the timeframes set out in Appendix Il of
this Order.

Article 2
This Order shall apply throughout the Republic.



Article 3

This order comes into effect on 1 October 2018.

Article 4
This order shall be published in the Official Gazette of the French Republic.



APPENDICES

Appendix |
Security rules

These security rules are applicable to the networks and information systems mentioned in Article 7 of
Decree No. 2018-384 of 23 May 2018 on the security of networks and information systems of operators
of critical services and digital service providers. These networks and information systems are referred
to in this Annex as "critical information systems".

Chapter I: Rules relating to the governance of network and information system security

Rule 1. Risk analysis

The critical service operator shall perform and maintain, within the framework of the security accredita-
tion provided for in Rule 3, a risk analysis of its critical information systems (CIS). This risk analysis
shall consider the analysis that the operator has conducted to identify its information systems as CIS.

Rule 2. Security policy

The operator of critical services shall develop, maintain and implement a network and information sys-
tems security policy (NISSP). The NISSP describes all the organisational and technical procedures and
resources deployed by the operator to ensure the security of its critical information systems (CIS). In
the area of security governance, the NISSP defines:

- the strategic objectives and directions in matters of CIS security;

- the organisation of security governance, including the roles and responsibilities of internal staff and
external staff (contractors, suppliers, etc.) with respect to CIS security;

- CIS security awareness plans for all staff as well as CIS security training plans for individuals with
specific responsibilities, including those responsible for CIS administration and security and users with
special access rights to CIS;

- the CIS security certification procedure;

- CIS security control and audit procedures, including those deployed in the framework of security ac-
creditation.

In the area of protection, the NISSP defines:

- general security measures, including the management and security of CIS hardware and software
resources, control of access to CIS, the operation and administration of CIS, and network, desktop and
data security;

- physical and environmental security procedures and measures applicable to CIS;
- the procedure for keeping CIS resources secure.

In the field of defence, the NISSP defines:

- the procedure for detecting security incidents;

- the procedure for handling security incidents.

In the area of business resiliency, the NISSP defines:



- the crisis management procedure in the event of security incidents having a major impact on the
operator's critical services;

- Business continuity and recovery procedures.

The NISSP and its implementing documents are formally approved by the operator's management. The
operator prepares a report on the deployment of the NISSP and its implementation documents for the
benefit of its management, at least annually. This report mainly focuses on the inventory of risks, the
level of security of the CIS and the security actions carried out and planned. The operator shall keep
the NISSP, its implementing documents and the reports on their implementation available to the Na-
tional Agency for information systems security.

Rule 3. Security certification

The operator of critical services shall ensure the security certification of each critical information system
(CIS), by implementing the certification procedure provided for in its network and information systems
security policy. The certification of a system is a formal decision by the operator that the system’s se-
curity risks have been identified and that the necessary measures to protect the system have been
implemented. It also certifies that any residual risks have been identified and accepted by the operator.
Within the framework of the certification process, a security audit of the CIS shall be carried out in
accordance with rule 5. The operator makes the decision to approve a CIS on the basis of the certifica-
tion file, which includes:

- the analysis of the risks and security objectives of the CIS;
- the procedures and security measures applied to the CIS;
- CIS security audit reports;

- the residual risks and the reasons for accepting them.

The validity of the certification shall be reviewed by the operator at least every three years and at the
time of each event or development which alters the context described in the certification file. Each
review of the certification is recorded in the certification file. The operator renews the approval as soon
as it becomes invalid. The operator shall make the certification decisions and files available to the Na-
tional Agency for information systems security.

Rule 4. Indicators

The critical service operator shall assess and maintain the following indicators for each critical infor-
mation system (CIS):

- Indicators for keeping resources secure:

- the percentage of user work stations whose system resources are not installed in a version supported
by the vendor or manufacturer;

- the percentage of servers whose system resources are not installed in a version supported by the
vendor or manufacturer;

- indicators relating to user access rights and the authentication of access to resources:
- the percentage of users accessing the CIS through privileged accounts;

- the percentage of resources whose secret authentication elements cannot be changed by the opera-
tor;

- indicators related to the administration of resources:

- the percentage of administered resources that are administered from a non-specific administration
account;



- the percentage of administered resources that cannot be administered over a physical network link or
physical administration interface.

The operator shall specify for each indicator the assessment method used and, as applicable, the mar-
gin of uncertainty in its assessment. When an indicator changes significantly compared to the previous
assessment, the operator shall specify the reasons thereof. The operator shall provide the National
Agency for the Security of Information Systems, at its request, with the updated indicators on an elec-
tronic medium.

Rule 5. Security audits

The essential service operator shall, within the framework of the security certification under Rule 3,
carry out a security audit of each critical information system (CIS). The audit must also be carried out
at the time of each renewal of the certification, considering the results of the updated risk analysis of
the CIS.

The purpose of this audit is to verify the application and effectiveness of the CIS security measures and
particularly compliance with these security rules. It must enable the level of security of the CIS to be
assessed in terms of known threats and vulnerabilities and includes, in particular, an architecture audit,
a configuration audit and an organisational and physical audit.

The operator or the service provider approved for this purpose shall carry out this audit based on the
requirements of the reference framework for security audits of information systems adopted pursuant
to Article 10 of Decree No. 2015-350 of 27 March 2015, as amended, relating to the classification of
security products and trusted service providers for information system security purposes. Upon com-
pletion of the audit, the operator or, as applicable, the service provider, shall draw up an audit report
setting out the findings on the measures applied and compliance with these security rules. The report
shall state whether the level of security achieved is consistent with the security objectives, considering
known threats and vulnerabilities. It makes recommendations to deal with any non-compliances and
vulnerabilities found.

Rule 6. Mapping

The operator of critical services shall develop and maintain the following mapping elements for each
critical information system (CIS):

- the names and functions of the applications supporting the operator's activities and installed on the
CIS;

- as applicable, the IP address ranges for outputs from the CIS to the Internet or a third party network,
or accessible from these networks;

- as applicable, the IP address ranges associated with the various subnets making up the CIS;
- the functional description and installation locations of the CIS and its various sub-networks;

- a functional description of the interconnection points of the CIS and its various sub-networks with third-
party networks, including a description of the filtering and protection equipment and functions deployed
at these interconnections;

- the inventory and architecture of the CIS administration devices enabling remote installation, updating,
supervision, configuration management, authentication and the management of accounts and access
rights;

- the list of accounts with privileged access rights to the EIS (called "privileged accounts"). This list
specifies for the level and scope of associated access rights for each account, including the accounts
to which these rights apply (user accounts, email accounts, process accounts, etc.);



- the inventory, architecture and positioning of host name resolution, messaging, internet relay and
remote access services implemented by the CIS.

The operator shall provide the National Agency for the Security of Information Systems, at its request,
with the mapping elements updated on an electronic medium.

Chapter II: Rules relating to the protection of network and information system security

Section 1: Security of the architecture

Rule 7. Configuration

The operator of critical services shall comply with the following rules when installing services and equip-
ment on its critical information systems (CIS):

- the operator installs only those services and functionalities on its CIS that are essential to their running
or security. It disables services and features that are not required, including those installed by default,
and uninstalls them if possible. When un-installation is not possible, the operator shall mention this in
the certification file of the relevant CIS, specifying the services and functionalities concerned and the
risk reduction measures implemented,;

- the operator only connects peripheral materials and removable media to its CIS equipment which it
manages and which are critical for the running or security of its CIS;

- removable writable media connected to CIS are used exclusively for the running, including mainte-
nance and administration, or security of CIS;

- the operator shall, before using any removable media, analyse their content, in particular for malicious
code. The operator shall establish, on the equipment connecting to these removable media, mecha-
nisms to protect against the risks of executing malicious from these media.

Rule 8. Partitioning

The operator of critical services shall partition its critical information systems (CIS) to limit the propaga-
tion of computer attacks within its systems or subsystems. It complies with the following rules:

- each CIS is physically or logically partitioned from the operator's other information systems and from
third-party information systems;

- when a CIS is itself made up of subsystems, these are physically or logically partitioned from one
another. A subsystem can be set up to ensure a functionality or a homogeneous set of functionalities
of a CIS or to isolate resources of a CIS with the same security need;

- only those interconnections strictly required for the smooth running and security of a CIS shall be
established between the CIS and other systems or between the subsystems of the CIS.

In the specific case of an interconnection between the Internet and a CIS necessary for the provision
of domain name hosting, top level zone hosting, domain name resolution or peering interconnection for
the exchange of Internet traffic, the operator need not ensure physical or logical partitioning at the level
of that interconnection but must deploy appropriate protection measures such as those recommended
by the National Agency for information systems security. Also, where a critical service requires the CIS
necessary for its provision to be accessible via a public network, the operator shall organise that CIS,
in line with the principle of in-depth defence, into at least two subsystems as follows:

- a first subsystem corresponding to the part of the CIS directly accessible via this public network, to
which the operator applies appropriate partitioning measures such as those recommended by the Na-
tional Agency for information systems security;



- a second subsystem corresponding to the internal part of the CIS to which the operator applies this
partitioning rule.

The operator shall describe in the certification file for each CIS the partitioning mechanisms that it puts
in place.

Rule 9. Remote access

The operator of critical services shall protect access to its critical information systems (CIS) through
third-party information systems.

In particular, when an essential service requires the CIS necessary for its provision to be accessible via
a public network, the operator must protect this access by means of cryptographic mechanisms that
comply with the rules recommended by the National Agency for information systems security.
Also, where the operator or a service provider appointed by the operator accesses a CIS via an infor-
mation system which is not under the control of the operator or service provider, the operator must
apply, or ensure that its service provider applies, the following rules:

- access to the CIS is protected by encryption and authentication mechanisms that comply with the
rules recommended by the National Agency for Information Systems Security;

- when the CIS is accessed from a site external to that of the operator, the authentication mechanism
is strengthened by implementing two-factor authentication (authentication involving both a secret ele-
ment and another element specific to the user), unless technical or operational reasons, specified in
the CIS certification file, do not allow it;

- the equipment used to access the CIS is managed and configured by the operator or, as applicable,
by the service provider. When the CIS is accessed from a site outside the operator's premises, the
mass memories of this equipment are permanently protected by encryption and authentication mecha-
nisms that comply with the rules recommended by the National Agency for Information Systems Secu-
rity.

The operator shall describe the mechanisms for protecting access to the CIS that it is putting in place,
in the approval file for each CIS.

Rule 10. Filtering

The operator of critical services shall put mechanisms in place for filtering the data flows circulating in
its critical information systems (CIS) to block the circulation of flows that are unnecessary for the running
of its systems and likely to facilitate computer attacks. It complies with the following rules:

- the operator defines the rules for filtering data flows (filtering on network addresses, protocols, port
numbers, etc.) to limit the circulation of flows to those necessary for the running and security of its CIS;

- the incoming and outgoing flows of the CIS as well as the flows between subsystems of CIS are filtered
at the level of their interconnections such as to only allow the circulation of those flows which are strictly
necessary for the running and security of the CIS. Flows that breach the filtering rules are blocked by
default;

- the operator shall establish and maintain a list of filtering rules indicating all the rules in force or abol-
ished within the last year. This list specifies for each rule:

- the reason for and date of implementation, modification or abolition of the rule;
- the technical details of the implementation of the rule.

In the specific case of a CIS required for the provision of peering interconnection service for the ex-
change of Internet traffic, the operator shall only implement filtering mechanisms for data flows other



than those corresponding to Internet traffic itself. The operator shall describe the filtering mechanisms
that it implements in the certification file for each CIS.

Section 2: Security of administration

Rule 11. Administration accounts

The critical services operator creates accounts (called "administration accounts”) intended only for per-
sons (called "administrators") responsible for carrying out administration operations (installation, con-
figuration, management, maintenance, supervision, etc.) of its critical information systems (CIS) re-
sources.

The operator shall define, in accordance with its network and information system security policy, the
rules for managing and assigning administration accounts for its CIS, and shall comply with the following
rules:

- the allocation of rights to administrators respects the principle of least privilege (only strictly necessary
rights are granted). In particular, to limit the scope of individual rights, they are assigned to each admin-
istrator by restricting them as far as possible to the functional and technical scope for which this admin-
istrator is responsible;

- An administration account is used exclusively to connect to an administration information system (in-
formation system used for the administration of resources) or to an administered resource;

- Administration operations are performed exclusively from administration accounts, and conversely,
administration accounts are used exclusively for administration operations;

- where the administration of a resource cannot technically be carried out from a specific administration
account, the operator shall put measures in place to ensure the traceability and control of the admin-
istration operations carried out on that resource and measures to reduce the risk associated with the
use of a non-specific administration account. It describes these measures in the certification file of the
CIS concerned as well as the technical reasons that prevented the use of an administration account;

- the operator prepares and maintains the list of administration accounts of its CIS and manages them
as privileged accounts.

Rule 12. Administration information systems

The operator of critical services shall apply the following rules to the information systems (referred to
as "administration information systems") used to administer its critical information systems (CIS):

- the hardware and software resources of administration information systems shall be managed and
configured by the operator or, as applicable, by the service provider it has appointed to carry out the
administration operations;

- the hardware and software resources of administration information systems are used exclusively to
perform administration operations. However, when justified on technical or organisational grounds, the
administrator's physical workstation may be used to perform non-administrative operations. In this case,
mechanisms to harden and partition workstation operating systems must be put in place to isolate the
software environment used for these other operations from the software environment used for admin-
istration operations;

- a software environment used to carry out administrative operations must not be used for other pur-
poses, such as accessing websites or mail servers onlineg;

- a user may not log on to an administrative information system using a software environment that is
used for anything other than administrative operations;



- data flows associated with operations other than administration operations must, when transiting on
administration information systems, be partitioned by encryption and authentication mechanisms that
comply with the rules recommended by the National Agency for information systems security;

- the administration information systems are connected to the CIS resources to be administered through
a physical network link used exclusively for administration operations. These resources are adminis-
tered through their physical administration interface. When technical reasons prevent a resource from
being administered over a physical network link or its physical administration interface, the operator
shall take risk reduction measures such as logical security measures. In this case, it describes these
measures and their justifications in the certification file of the relevant CIS;

- when they are not circulating in the administration information system, administration flows are pro-
tected by encryption and authentication mechanisms that comply with the rules recommended by the
National Agency for Information Systems Security. If the encryption and authentication of these flows
is not possible for technical reasons, the operator shall take measures to protect the confidentiality and
integrity of these flows and to strengthen the control and traceability of administration operations. In this
case, it describes these measures and their justifications in the certification file of the relevant CIS;

- logs recording events generated by management information system resources do not contain any
passwords or other secret authentication elements in clear text or in the form of cryptographic finger-
prints.

Section 3: Management of identities and access

Rule 13. Identification

The operator of critical services shall create individual accounts for all users (including users with priv-
ileged or administrative accounts) and for automatic processes accessing the resources of its critical
information systems (CIS).

Where technical or operational reasons do not permit individual accounts to be created for users or for
automatic processes, the operator shall put measures in place to reduce the risk associated with the
use of shared accounts and to ensure the traceability of the use of such accounts. In this case, the
operator describes these measures in the approval file of the relevant CIS and the reasons justifying
the use of shared accounts.

Furthermore, where a critical service requires the dissemination of information to the public, the opera-
tor is not required to create accounts for public access to that information.

The operator shall immediately deactivate accounts that are no longer required.

Rule 14. Authentication

The operator of critical services shall protect access to the resources of its critical information systems
(CIS), whether by a user or by an automated process, by means of an authentication mechanism in-
volving a secret element.

The operator shall define, in accordance with its network and information system security policy, the
rules for managing the secret authentication elements implemented in its CIS.

Where the resource technically permits it, the secret authentication elements must be modifiable by the
operator whenever necessary. In this case, the operator shall comply with the following rules:

- the operator must modify the secret authentication elements when they have been installed by the
manufacturer or supplier of the resource, before commissioning. To this end, the operator shall check
with the manufacturer or supplier that it has the resources and rights to carry out these operations;



- the secret authentication element of a shared account must be renewed regularly and whenever a
user withdraws from the account;

- users who are not responsible for them cannot change the secret authentication elements. They can-
not also access these elements in clear;

- when the secret authentication elements are passwords, users may not reuse them between privileged
accounts or between a privileged account and a non-privileged account;

- when the secret authentication elements are passwords, they comply with best practices such as
those recommended by the National Agency for Information Systems Security, in terms of complexity
(length of the password and types of characters), considering the maximum level of complexity allowed
by the resource concerned, and in terms of renewal.

Where the resource does not technically permit the secret authentication element to be modified, the
operator shall establish appropriate access checks to the resource concerned as well as measures to
trace access and reduce the risk associated with the use of a fixed secret authentication element. The
operator shall describe these measures and the technical reasons that prevented the modification of
the secret authentication element in the approval file of the CIS concerned.

Furthermore, where a critical service requires the dissemination of information to the public, the opera-
tor is not required to put authentication mechanisms in place for public access to that information.

Rule 15. Access rights

The operator of critical services shall define, in accordance with its network and information systems
security policy, the rules for managing and allocating access rights to its critical information systems
(CIS) resources, and shall comply with the following rules:

- the operator only grants resource access rights to a user or to an automatic process if this access is
strictly necessary for the performance of the user's duties or for the functioning of the automatic process;

- the operator defines the access to the different features of each resource and assigns rights only to
those users and automatic processes that strictly need them;

- access rights are reviewed by the operator periodically, at least annually. This review focuses on the
links between accounts, their associated access rights and the resources or features that are subject
to them;

- the operator draws up and maintains a list of privileged accounts. Any change to a privileged account
(addition, deletion, suspension or modification of the associated rights) is subject to a formal check by
the operator in order to verify that the access rights to the resources and features are assigned accord-
ing to the principle of least privilege (only strictly necessary rights are granted) and in a manner con-
sistent with the usage needs of the account.

Section 4: Keeping secure

Rule 16. Procedure for keeping secure

The operator of critical services shall develop, maintain and implement a procedure for maintaining the
security of its critical information systems (CIS) hardware and software resources in accordance with
its network and information systems security policy.

This procedure defines the conditions for maintaining the level of security of CIS resources according
to the evolution of vulnerabilities and threats, and sets out the policy for installing any new version and
security patch for a resource and the checks to be carried out before installation. It provides that:



- the operator must keep itself informed of vulnerabilities and corrective patches likely to concern the
hardware and software resources of its CIS, which are disseminated by the suppliers or manufacturers
of these resources or by cyber security prevention and alert centres such as the CERT-FR (govern-
mental centre for monitoring, alert and response to computer attacks);

- except in the case of justified technical or operational difficulties, the operator shall install and maintain
all hardware and software resources of its CIS in versions which are supported by their suppliers or
manufacturers and including security updates;

- before installing any new version, the operator must ensure the origin of this version and its integrity,
and analyse its impact on the relevant CIS concerned from a technical and operational point of view;
- as soon as it becomes aware of a corrective safety measure concerning one of its resources, and
except in the case of justified technical or operational difficulties, the operator must schedule its instal-
lation after carrying out the checks mentioned in the previous paragraph, within the time limits laid down
in the procedure for maintaining security;

- where justified by technical or operational reasons, the operator may decide, when it comes to certain
resources of its CIS, not to install a version supported by the supplier or manufacturer of the resource
concerned or not to install a security fix. In this case, the operator must implement the technical or
organisational measures provided for by the security maintenance procedure to reduce risks linked to
the use of an obsolete version or one with known vulnerabilities. The operator shall describe these risk
reduction measures and the technical or operational reasons that prevented the installation of a sup-
ported version or a security fix in the approval file of the relevant CIS.

Section 5: Physical and environmental security

Rule 17. Physical and environmental security

The operator of critical services shall define and implement, in accordance with its network and infor-
mation systems security policy, the physical and environmental security procedures and measures ap-
plicable to its critical information systems (CIS). These procedures and measures include checks on
internal and external personnel, the control of physical access to the CIS and, as applicable, the pro-
tection of the CIS against environmental risks such as natural disasters.

Chapter Ill: Rules relating to the defence of networks and information systems

Section 1: Detection of security incidents

Rule 18. Detection

The operator of critical services shall develop, maintain and implement, in accordance with its network
and information systems security policy, a procedure for detecting security incidents affecting its critical
information systems (CIS). This procedure sets out organisational and technical measures to detect
security incidents affecting CIS. Oganisational measures include operating procedures for the detection
devices and describe the sequence for processing security events identified by these devices. Tech-
nical measures specify the nature and positioning of the detection devices.
The operator deploys detection devices capable of identifying events characteristic of a security inci-
dent, particularly an ongoing or future attack, and of enabling the search for traces of previous incidents.
To this end, these devices:



- collect relevant data on the operation of each CIS (in particular "network" or "system" data) from sen-
sors positioned such as to identify the security events linked to all the data flows exchanged between
the CIS and the operator's third-party information systems;

- Analyse sensor data by looking for known technical attack markers, to identify and characterise secu-
rity events;

- archive the metadata of identified events to allow an a posteriori search for technical markers of attacks
or compromises over a period of at least six months.

In the specific case of a CIS required for the provision of peering interconnection service for the ex-
change of Internet traffic, the operator shall only implement detection devices for data flows other than
those corresponding to Internet traffic itself.

The operator or the service provider approved for this purpose operates the detection devices based
on the requirements of the reference framework for the detection of security incidents adopted pursuant
to Article 10 of Decree No. 2015-350 of 27 March 2015 as amended relating to the qualification of
security products and trusted service providers for information system security purposes.
The operator shall ensure that the installation and operation of detection devices does not affect the
security and functioning of its CIS.

Rule 19. Logging

The operator of critical services shall implement a logging system on each critical information system
(CIS) which records events relating to user authentication, account and access rights management,
access to resources, changes to the CIS security rules and the operation of the CIS. The logging system
helps detect security incidents by collecting log data.

The logging system shall cover the following equipment when it generates the events mentioned in the
first subparagraph:

- application servers supporting essential services;

- system infrastructure servers;

- network infrastructure servers;

- security equipment;

- engineering and maintenance positions in industrial systems;
- hetwork equipment;

- administrative positions.

Events recorded by the logging system are time-stamped using synchronised time sources. They are
centralised and archived for a period of at least six months for each CIS. The event archiving format
enables automated searches of these events.

Rule 20. Correlation and analysis of logs

The operator of critical services implements a log correlation and analysis system that exploits the
events recorded by the logging system installed on each critical information system (CIS) to detect
events that may affect the security of the CIS. The log correlation and analysis system helps detect
security incidents by analysing log data. The log correlation and analysis system is installed and run on
an information system set up exclusively for the purpose of detecting events that may affect the security
of information systems.



The operator or the service provider approved for this purpose installs and operates this log correlation
and analysis system based on the requirements of the reference framework for the detection of security
incidents adopted pursuant to Article 10 of Decree No. 2015-350 of 27 March 2015 as amended relating
to the qualification of security products and trusted service providers for information system security
purposes.

Section 2: Management of security incidents

Rule 21. Response to incidents

The operator of critical services shall develop, maintain and implement, in accordance with its network
and information systems security policy, a procedure for handling security incidents affecting its critical
information systems (CIS). The operator or the service provider approved for this purpose processes
incidents based on the requirements of the reference framework for the response to security incidents
adopted pursuant to Article 10 of Decree No. 2015-350 of 27 March 2015 as amended relating to the
qualification of security products and trusted service providers for information system security purposes.
A specific information system must be put in place to process incidents, in particular to store technical
records relating to the analysis of incidents. This system is compartmentalised with respect to the CIS
involved in the incident.

The operator shall keep technical records relating to the analysis of incidents for a period of at least six
months. It shall make these technical records available to the National Agency for the Security of Infor-
mation Systems.

Rule 22. Processing of alerts

The operator of critical services shall set up a service enabling it to take note, as soon as possible, of
information conveyed by the National Agency for information system security relating to incidents, vul-
nerabilities and threats. It shall deploy a procedure for processing the information thus received and, as
applicable, take the necessary security measures to protect its critical information systems (CIS).
The operator shall provide the National Agency for information systems security with the updated con-
tact details (name of the department, telephone number and e-mail address) of the service provided for
in the previous paragraph.

Chapter IV: Business resilience rules

Rule 23. Crisis management

The operator of critical services shall develop, keep up to date and implement, in accordance with its
network and information systems security policy, a crisis management procedure in the event of security
incidents having a major impact on the operator's critical services.

This procedure describes the crisis management organisation set up by the operator and provides for
the application of the following technical measures to critical information systems (CIS):
- configure CIS in such a way as to avoid or limit the effects of attacks.

This configuration may include:
- prohibiting the use of removable storage media or the connection of mobile equipment to CIS;
- installing a security fix on a particular CIS;

- restricting routing;



- setting up filtering rules on networks or particular configurations on hardware. This measure may
include:
- performing access restrictions in the form of user whitelists and blacklists;

- blocking file exchanges of a particular type;
- isolating the operator's websites, applications or computer equipment from any network;

- isolating the operator's CIS from the Internet. This measure requires the physical or logical disconnec-
tion of the network interfaces from the relevant CIS.

The procedure sets out the conditions under which these measures may be applied, taking into account
the technical and organisational constraints of implementation.

Appendix Il

Time limits for the application of security rules

Rule 1. Risk analysis Deadline for security approval (Rule 3 deadline)

Rule 2. Security policy 1year

3years for a critical information system (CIS) commissioned ser-
vice prior to the date of designation of the operator of critical
services.

Rule 3. Security certifi- 2 years for a CIS commissioned within 2 years of the date of des-

cation . . . .
ignation of the operator of critical services.
Before it is commissioned more than 2 years after the date of
designation of the operator of critical services.

Rule 4. Indicators 2 years

Rule 5. Security audits Deadline for security approval (Rule 3 deadline)

Rule 6. Mapping 1year




Rule 7. Configuration 1year
Rule 8. Partitioning 2 years
Rule 9. Remote access 2 years
Rule 10. Filtering 2 years
Rule 11. Administration
2 years
accounts
Rule 12. Administration
. . 2 years
information systems
Rule 13. Identification 1 year
Rule 14. Authentication 1 year
Rule 15. Access rights 1 year
Rule 16. Procedure for
. 1year
keeping secure
Rule 17. Physical and
) . 1year
environmental security
Rule 18. Detection 2 years
Rule 19. Logging 1year




Rule 20. Correlation and

) 2
analysis of logs years
Rule 21. Response to in-

. 1 year
cidents
Rule 22. Processing of 3 months
alerts
Rule 23. Crisis manage-
1 year

ment

Done on 14 September 2018.




